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Full Keccak Permutation Evaluated in 68 s under FHE

Leveraging the free-XOR framework [NHY+25] and a SIMD-optimized data layout, we reduce state-of-the-art latency of SHA3 under
FHE from 327 s (using a TFHE-based approach) to 68 s (using discrete CKKS).

Motivation & Applications

Hash functions are required in digital signature algorithms (DSA) XBOOT homomorphically removes redundant bits and
like ML-DSA. Evaluating DSA under Fully Homomorphic Encryption
(FHE) unlocks extremely commmunication-efficient cryptographic

refreshes the error.
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When 32 - w - k= N/2 with k> 1, each colored slot can be seen as
ad a slice of k slots containing bits from k different Keccak states,
improving throughput.
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Arithmetization of Keccak Permutation

D The Least Significant Bit (LSB) extraction gate can be Experimental Results

applied lazily at the end of the circuit.
Hardware Setup: MacBook M4 Pro (24 GB RAM),

. . . . single-threaded execution.
Below is the arithmetized Keccak round at index r, where each J ——
iphertex
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